
4

Worldwide Headquarters
3A Jabotinsky Street, 24th Floor 
Ramat Gan 52520, Israel 
Tel: 972-3-753-4555 
Fax: 972-3-575-9256 
Email: info@checkpoint.com 

U.S. Headquarters 
800 Bridge Parkway 
Redwood City, CA 94065 
Tel: 800-429-4391; 650-628-2000 
Fax: 650-654-4233 
www.checkpoint.com

 UTM-1 APPLIANCE SPECIFICATIONS
 UTM-1 450  UTM-1 1050  UTM-1 2050

Firewall throughput 400 Mbps 1 Gbps 2 Gbps
VPN throughput 190 Mbps 250 Mbps 400 Mbps
Concurrent sessions 500,000 1.2 million 2 million

Users supported/recommended Unlimited/250 Unlimited/500 Unlimited/1000

VLANs 256 256 256
Storage capacity 80GB 80GB 80GB
Physical specifications
Enclosure 1U rack mountable 1U rack mountable 1U rack mountable

Dimensions (standard)
1.71 in. (H) x 16.77 in. (W)  

x 14.31 in. (D)
1.71 in. (H) x 16.77 in. (W)  

x 17 in. (D)
1.71 in. (H) x 16.77 in. (W)  

x 17 in. (D)

Dimensions (metric)
43.5mm (H) x 426mm (W)  

x 365mm (D)
43.5mm (H) x 426mm (W)  

x 431.8mm (D)
43.5mm (H) x 426mm (W)  

x 431.8mm (D)
Weight 2.2 kg (4.85 lbs) 2.3 kg (5 lbs) 2.3 kg (5 lbs)
10/100 interfaces - 4 4
10/100/1000 interfaces 4 4 4

Operating environment range
Temperature: 5° to 40°C (41° to 104°F)
Humidity: 10% to 90% noncondensing
Altitude: 3,048m (10,000 ft.)

Power input 100-240 VAC, 250W 100-240 VAC, 250W 100-240 VAC, 250W

Compliance
UL 60950; FCC Part 15, Subpart B, Class A; EN 55024; EN 55022; VCCI V-3; AS/NZS 3548:1995; 
CNS 13438 Class A (test passed; country approval pending); KN22, KN61000-4 Series, TTA;  
IC-950; ROHS

Hardware warranty 2 years 2 years 2 years

System restoration and backup
Each UTM-1 appliance includes a USB hardware token to 
assist with system restoration. If an appliance is miscon-
figued or nonresponsive, the included token can be used to 
restore a UTM-1 appliance back to its factory defaults. 

PERFORMANCE AND AVAILABILITY
UTM-1 appliances include key high-availability and Quality of 
Service features, ensuring that your security keeps pace with 
network- and business-critical applications.

Clustering and failover
ClusterXL®, an optional component of UTM-1 appliances, 
adds high-performance load balancing to UTM-1 gateways 
to increase performance and scalability. Multiple UTM-1 
appliances can be clustered to guarantee around-the-clock 

network availability and security. If the primary gateway 
becomes unreachable, all connections seamlessly redirect to 
the remaining cluster members. Also, near-linear performance 
gains can be achieved when adding gateways to the cluster. 
A high-availability interface enables traffic to be routed to a 
secondary interface or ISP link if the primary interface 
becomes unavailable. Ongoing connections are maintained 
during failover.

Quality of Service
FloodGate-1®, an optional UTM-1 module, shapes VPN traffic 
by assigning priority to business-critical applications and 
users. It delivers optimized performance, enabling customers 
to migrate business traffic from expensive leased lines to 
Internet VPNs.
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puresecurity

Product Description
UTM-1™ appliances deliver proven, 
tightly integrated security features 
including firewall, intrusion prevention, 
antivirus, anti-spyware, Web application 
firewall, VoIP security, IM/P2P blocking 
and Web filtering, as well as secure site-
to-site and remote access connectivity.

Product features
	 Industry’s most proven firewall 
secures hundreds of applications  
and protocols

	 Robust IPSec VPN enables secure 
site-to-site connectivity and remote 
access

	 Flexible SSL remote access without 
the need for more hardware

	 Integrated intrusion prevention

	 Gateway antivirus for critical  
protocols such as FTP, HTTP, POP3, 
and SMTP

	 Web application firewall and gateway 
anti-spyware protection

	 Intuitive hardware setup, diagnostic, 
and recovery tools

	 Fully centralized management  
including policies, updates,  
monitoring, and reporting

	 Critical security updates and  
advisories provided by 
SmartDefense™ Services

Product benefits
	 Provides peace of mind with  
proven technologies trusted by the 
Fortune 100

	 Protects networks, systems, and 
users from multiple types of Internet 
threats

	 Ensures confidentiality by securing 
remote access and site-to-site  
communications

	 Streamlines security deployment  
and administration

	 Protects against emerging threats 
with SmartDefense Services

UTM-1
The security you need, the simplicity you want

YOUR CHALLENGE
Constantly changing threats and new security challenges make it harder and 
harder to keep your network safe. New security products and policies imple-
mented to address this situation have dramatically raised the complexity and, 
more important, the cost of securing your network and users. You need a unified 
solution that delivers high levels of security, and at the same, reduces overall 
complexity and cost.

OUR SOLUTION
UTM-1™ appliances deliver proven, tightly integrated security features to 
provide the perfect blend of simplicity and security. Based on the same Check 
Point technologies that secure the Fortune 100, UTM-1 appliances deliver 
uncompromising security while streamlining deployment and administration. 
UTM-1 appliances offer a complete set of security features including firewall, 
intrusion prevention, antivirus, anti-spyware, Web application firewall, VoIP 
security, instant messaging (IM) and peer-to-peer (P2P) blocking, Web filtering, 
as well as secure site-to-site and remote access connectivity.

And UTM-1 is supported by SmartDefense™ Services, which maintain the 
most current preemptive security for the Check Point security infrastructure.  
To help you stay ahead of emerging threats and attacks, SmartDefense  
Services provide real-time updates and configuration advisories for defenses 
and security policies.

THE SECURITY YOU NEED 
Proven application control and attack protection
UTM-1 includes the industry’s most proven firewall and is able to examine hun-
dreds of predefined applications, protocols, and services out-of-the-box. Broad 
application and protocol support provides granular and comprehensive access 
control across the network. UTM-1 includes Check Point’s SmartDefense 
intrusion prevention to protect business-critical services such as FTP, HTTP, 

The NGX platform delivers a unified 
security architecture for Check Point. 
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The first-time configuration wizard makes configuring UTM-1 
appliances easy.

POP3, and SMTP from known and unknown attacks. It also 
supports emerging business-critical applications like Voice 
over Internet Protocol (VoIP), with full support for industry-
standard VoIP protocols such as H.323, MGCP, and SIP. 
Finally, UTM-1 can effectively block nonbusiness applica-
tions, including IM and P2P file-sharing applications. By 
using protocol-signature-based detection, UTM-1 stops IM 
and P2P applications from communicating, even when using 
nonstandard ports.

Gateway antivirus and worm protection
Gateway antivirus continues to be a core component of a 
successful UTM solution, adding a critical layer of protection 
to antivirus on the desktop. UTM-1 includes gateway antivi-
rus combined with SmartDefense technology to provide 
protection against spyware, viruses, and worms at the  
gateway. Antivirus scanning includes the ability to scan email 
(POP3 and SMTP), FTP, and Web (HTTP) traffic in real time  
for possible threats hidden inside legitimate content.

Anti-spyware
Each UTM-1 appliance provides multi-layered, gateway- 
based protections to combat threats and disruptions related 
to spyware. Utilizing a constantly updated set of anti-spyware 
signatures, UTM-1 appliances augment existing desktop 
anti-spyware protections found in endpoint security products 
such as Check Point’s Integrity™ solutions. Optional Web  
filtering provides even more preemptive protection by block-
ing sites known for distributing spyware.

Web security
Web Intelligence™, an optional component of UTM-1, is a 
Web application firewall providing protection against Web 
attacks such as cross-site scripting, directory traversal,  
and SQL injection. Included in Web Intelligence is the  
patent-pending Malicious Code Protector™, a revolutionary 
technology that detects and blocks buffer overflow attacks 
and malicious executables that target Web servers. Web 
Intelligence stops both known and unknown attacks,  
offering preemptive attack protection.

Web filtering
Inappropriate Web surfing can introduce security threats into 
your organization, as well as add risk from increased legal 
liability, lost productivity, and compliance issues. UTM-1 
appliances integrate best-of-breed Web filtering based on 
an extensive database of threat categories and associated 
URLs. This enables you to define an acceptable use policy  
for your organization and protect it from threats such as 
spyware and viruses, as well as new risks from inappropriate 
Web content.

Simple site-to-site connectivity
UTM-1 appliances simplify setting up site-to-site VPNs 
and remote access. Instead of requiring manual setup of 
node-to-node VPN tunnels, security parameters for an entire 
VPN—including remote access and site-to-site—can be 
completed in one-step. After defining UTM-1 appliances 
on the network, VPNs are automatically created among all 
sites and remote users. As sites and users are added to the 
community, they inherit the appropriate properties and can 
immediately establish secure IPSec sessions with the rest of 
the community.

Secure, flexible remote access
UTM-1 appliances provide an ideal way for employees and 
business partners to connect to the trusted network by 
providing the flexibility of IPSec and SSL remote access and 
the ability to work seamlessly with various VPN clients. Each 
appliance includes robust IPSec connectivity out-of-the-box, 
with the ability to add SSL with a simple license upgrade to 
Check Point’s SSL Network Extender™ plug-in.

Organizations that want to implement strong authentication 
out-of-the-box can use Check Point One-Click Certificates. 
With integrated Internal Certificate Authority included with 
UTM-1 appliances, X.509 digital certificates can be issued 
to UTM-1 gateways and remote-access users. One-Click 
Certificates provide industry-standard, two-factor authenti-
cation without the complexity and expense of PKI.

THE SIMPLICITY YOU WANT 
Quick setup
UTM-1 appliances can be set up in less than 10 minutes, 
offering truly simple deployment to sites that have minimal IT 
resources. Using the included first-time configuration wizard, 
nontechnical staff can easily perform initial setup and confi- 
guration of the appliance. After plugging in and turning on  
the appliance, the wizard guides users through configuration  
and prepares the appliance for SmartCenter™ management. 
Once set up, UTM-1 appliances can be managed and  
updated remotely using the Check Point industry-standard  
management framework.




