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Simplifying email & web policy enforcement at the
gateway

The problem
Spam and viruses are only two of the many ways email and the web traffic will damage an enterprise. There are even more serious threats that can't be touched by a traditional anti-spam

or anti-virus software approach. These include:

� Corporate threats - Confidential leaks and loss of intellectual property

� Legal threats - From employees breaking the law (e.g. hatemail, sexual harassment, illegal downloads)

� Social threats - Frivolous emailing & web surfing (e.g. pornography, email jokes, shopping & gambling sites)

� Network threats - Including zero-day viruses and spyware that wreak havoc before their profiles are distributed by anti-virus vendors

There's only one way to defend against these kinds of threats: filtering all email and web traffic that comes into and leaves the company. And there's only one clear leader in content

filtering: MIMEsweeper from Clearswift.

The solution
MIMEsweeper is the world's leading content filtering and policy management engine. Having pioneered the market, we have gone on to continuously improve the solution, increasing the

protection enjoyed by our customers.

MIMEsweeper helps companies define their security policies, then enforce them whenever and wherever content moves from one place to another. And since it's available as software, on

an appliance or as a managed service, you can deploy the power of MIMEsweeper however it suits your organization.

How it works

The MIMEsweeper content filtering engine analyzes every email and web download, deconstructing

and analyzing every message, web page or download on-the-fly. And the policy management engine

automatically invokes the prescribed response to any breach of policy, blocking, quarantining or

deleting suspicious traffic, alerting the relevant managers and generating reports. It’s that simple.

Content Filtering can be supplemented with URL Filtering, blocking websites that breach company

policy. Clearswift’s URL database of 18 million URLs in 40 categories makes policy enforcement

easy. Anti-virus and anti-spyware are easily integrated in our software solutions and come 

pre-packaged in the MIMEsweeper appliance and managed service ranges.

The MIMEsweeper difference
Simplifying content security

MIMEsweeper is easy to deploy, manage, maintain and update, with clear, intuitive management tools, rich but simple reporting and automatic updates. MIMEsweeper takes much of the

security burden from the shoulders of the IT department, freeing up time and resources for activities that add value.

Enterprise-class content security

Unlike the many point solutions, Clearswift offers comprehensive content security designed for the resilience, performance and manageability demands of large enterprises.

NEW! Multi-box Policy Management

Multi-box policy replication makes it even easier for administrators managing multiple appliances. Set the

policy on any appliance and the policy automatically replicates to all the others. It's simpler, faster and

prevents errors.

For multi-appliance deployments, Consolidated Message Management present users with a single email

digest generated from all appliances. Because users shouldn't have to know how many appliances you

have.

Granular policy management

MIMEsweeper solutions are built around the most powerful policy management engine on the market.

Granular policy control  applies rules enterprise-wide or by department, region or individual. This lets 

you design policies that reflect the unique needs of your business. And because compliance is more

complex than 'send or block, MIMEsweeper now lets administrators set dual disposal actions for any

policy. A message might be delivered and sent to an archive; or held and relayed to a named server. 

The result: improved compliance and better monitoring and policy testing.

Product Highl ights:

� World’s #1 content security engine

� In-depth content filtering for email and web traffic

� Analyzes every bite of data including attachments & downloads

� Analyzes traffic in all directions - inbound, outbound and internal

� Rules-based security to support the most granular usage policies

� Available as software, on an appliance or as a managed service
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Deeper content inspection

MIMEsweeper products analyze traffic recursively, unbundling files deeply embedded within other files. We recognize more file types including compressed and password-protected files,

so no message eludes our analysis.

All traffic in all directions

MIMEsweeper products cover all web and email traffic, whether it's inbound, outbound or internal. Integrates easily with anti-spam and anti-virus software.

MIMEsweeper content filtering works seamlessly with virus-scanning and spam-filtering processes, actually improving their performance and accuracy. Integrate with Clearswift's best-of-

breed SpamLogic™ anti-spam or any other anti-spam and anti-virus solution you choose. Or get them all bundled together on the MIMEsweeper Email Appliance or the MIMEsweeper

Web Appliance, which includes anti-spyware and URL Filtering.

Three delivery platforms for customer choice
Clearswift is the only vendor to offer full content security in all three delivery platforms, including as software, on an appliance or as a managed service. While others argue about the

relative merits of their delivery platform, we're agnostic, giving our customers the best solutions however they choose to deploy them.

How to buy
Clearswift sells through an extensive partner network of qualified security specialists, trained on the MIMEsweeper solutions. Visit the Clearswift website at

www.clearswift.com/findpartner to find your nearest Clearswift partners, or contact us directly at the numbers below.

Inbound & outbound email traffic Internal email traffic Inbound & outbound web traffic

MIMEsweeper for SMTP software MIMEsweeper for Exchange software MIMEsweeper for Web software

MIMEsweeper Email Appliance MIMEsweeper for Domino software MIMEsweeper Web Appliance

MIMEsweeper Email Managed Service

United States

100 Marine Parkway, Suite 550

Redwood City, CA 94065

Tel: +1 800 982 6109  |   Fax: +1 888-888-6884

United Kingdom

1310 Waterside, Arlington Business Park, Theale, 

Reading, Berkshire, RG7 4SA

Tel: +44 (0) 11 8903 8903  |   Fax: +44 (0) 11 8903 9000

Spain

Cerro de los Gamos 1, Edif. 1

28224 Pozuelo de Alarcón, Madrid

Tel: +34 91 7901219 / +34 91 7901220   |   Fax: +34 91 7901112

Germany

Amsinckstrasse 67, 20097 Hamburg

Tel: +49 40 23 999 0   |   Fax: +49 40 23 999 100

Australia

Ground Floor, 165 Walker Street, North Sydney,

New South Wales, 2060

Tel : +61 2 9424 1200   |   Fax : +61 2 9424 1201

Japan

Hanai Bldg. 7F, 1-2-9, Shiba Kouen Minato-ku

Tokyo 105-0011

Tel : +81 (3) 5777 2248   |   Fax : +81 (3) 5777 2249
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Contact Clearswift

About Clearswift
Clearswift simplifies content security. Our products help organizations enforce best-practice email and web use, ensuring all traffic complies with internal policy and 

external regulations. Our range of content filtering solutions makes it easy to deploy, manage and maintain no-compromise email and web security for both inbound and

outbound traffic.

Clearswift is the only vendor to offer comprehensive, policy-based content security in all three deployment methods: as software, as an appliance and as a managed

service. All three platforms are designed to take the hassle out of securing internet traffic, with a clear, intuitive management interface; automatic, 'zero-touch' updates;

powerful reporting and common-sense policy management. 

Twenty years of experience across 17,000 organizations has helped us raise security standards while simplifying security management at the same time. We've helped

many of the world's most successful organizations use the internet with confidence and are committed to staying ahead of the market and helping our customers defend

against all emerging threats.
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Appliance

MIMEsweeper™ Email Appliance

MIMEsweeper™ Web Appliance

MIMEsweeper™ IM Appliance

Software

MIMEsweeper™ for SMTP

MIMEsweeper™ for Web

MIMEsweeper™ for Exchange

MIMEsweeper™ for IM 

MIMEsweeper™ for Domino

Bastion™

DeepSecure™

Managed Service

MIMEsweeper™ Email Managed Service


