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MIMEsweeper:

Simplifying content security

MIMEsweeper™ URL Filter

Advanced URL filcering, simplified.

The MIMEsweeper for Web URL Filter is an optional plug-in to the MIMEsweeper for Web 5.2 content filtering solution and is built-in to the
MIMEsweeper Web Appliance. URL filtering - also known as URL blocking - protects network integrity by blocking web-access in accordance with your
IT security policy and a database of categorized URLs.

URL filtering is an essential component of a 'safe surfing' environment. While it cannot promise to provide 100% protection used in isolation, as part of
an integrated, layered approach to web security, URL filtering is an ideal complement to content filtering.

The most comprehensive URL database available
The heart of any URL filter is its database. Updated on a daily basis, the Clearswift URL list is widely regarded as the best in the industry:

Comprehensive
Contains more than 18 million URLs comprising of billions of web pages monitored by a professional research team using state of the art
automated tools and real world customer submissions.

Policy-friendly
By providing 40 comprehensive categories of site (such as pornography, gambling, auctions, webmail, etc), your policy is easily and accurately
enforced.

Global
Covers sites across many countries in more than 50 languages for safe surfing the world over.

Updated daily
Daily updates means thousands of new URLs are added each week and existing URLs are culled as appropriate so your protection is always
current and relevant.

The MIMEsweeper URL Filter is the most advanced technology of its kind. No other solution is as sophisticated or well integrated.
e Based around the world’s leading URL filtering database
e Customizable to IT security policy
e Scalable to network, work group or individual

e Filtering can be time sensitive to allow after-hours surfing for Product Highlights:
instance

e Th t ad d URL filt ilabl
e URLs are categorized by both domain and page — SRS SR
www.foxnews.com is classified separately from www.foxnews.com/sports -
Based on a database of over 18 million URLs

e Database is updated daily by professional web researchers
Validates every web transfer request

e Updates are automatic, reducing administration burden on IT managers
Customizable to your IT security policy
How does it work? Scalable to network, work group or individual

The URL Filter polices every requested transmission across the HTTP gateway to
combine seamlessly with the content filtering capabilities of MIMEsweeper.

Automatically updated every day

Integrates with MIMEsweeper for Web 5.2

Regulates web access for productive use

www.clearswift.com/webappliance
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URL categories

Adult / Sexually explicit
Advertisements

Arts & Entertainment
Business & Economy
Chat

Computing & Internet
Criminal skills

Drugs, Alcohol & Tobacco
Education

Finance & Investment
Food & Drink

Gambling

Games

Glamour & Intimate apparel

About Clearswift

Government & Politics
Hacking

Hate

Health & Medicine
Hobbies & Recreation
Hosting Sites

Job Search & Career development

Lifestyle & Culture
Motor Vehicles
News

Personals & Rating
Personal websites
Real Estate
Reference

MIMEsweeper™ URL Filter

Religion

Remote Proxies
Sex education
Search Engines
Shopping

Sports

Streaming media
Travel

Usenet news / Forums
Violence / Offensive
Weapons
Web-based email
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Clearswift simplifies content security. Our products help organizations enforce best-practice email and web use, ensuring all traffic complies with internal policy and
external regulations. Our range of content filtering solutions makes it easy to deploy, manage and maintain no-compromise email and web security for both inbound and

outbound traffic.

Clearswift is the only vendor to offer comprehensive, policy-based content security in all three deployment methods: as software, as an appliance and as a managed

service. All three platforms are designed to take the hassle out of securing internet traffic, with a clear, intuitive management interface; automatic, 'zero-touch' updates;
powerful reporting and common-sense policy management.

Twenty years of experience across 17,000 organizations has helped us raise security standards while simplifying security management at the same time. We've helped
many of the world's most successful organizations use the internet with confidence and are committed to staying ahead of the market and helping our customers defend

against all emerging threats.

Contact Clearswift

United States

100 Marine Parkway, Suite 550

Redwood City, CA 94065

Tel: +1 800 982 6109 | Fax: +1 888-888-6884

United Kingdom
1310 Waterside, Arlington Business Park, Theale,
Reading, Berkshire, RG7 4SA

Tel: +44 (0) 11 8903 8903 | Fax: +44 (0) 11 8903 9000

Spain
Cerro de los Gamos 1, Edif. 1
28224 Pozuelo de Alarcén, Madrid

Tel: +34 91 7901219/ +34 917901220 | Fax: +34 91 7901112

Germany
Amsinckstrasse 67, 20097 Hamburg
Tel: +494023 9990 | Fax: +49 40 23 999 100

Australia

Ground Floor, 165 Walker Street, North Sydney,
New South Wales, 2060

Tel: +6129424 1200 | Fax:+61 29424 1201

Japan

Hanai Bldg. 7F, 1-2-9, Shiba Kouen Minato-ku
Tokyo 105-0011

Tel : +81(3) 5777 2248 | Fax:+81(3) 5777 2249

Appliance

MIMEsweeper™ Email Appliance

MIMEsweeper™ Web Appliance

MIMEsweeper™ M Appliance

Software

MIMEsweeper™ for SMTP
MIMEsweeper™ for Web
MIMEsweeper™ for Exchange
MIMEsweeper™ for IM
MIMEsweeper™ for Domino
Bastion™

DeepSecure™

Managed Service

MIMEsweeper™ Email Managed Service
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