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ISSUES & ANSWERS:

Powerful Security Reporting Across Your Enterprise

PatchLink Enterprise Reporting™ provides powerful reporting that measures and
demonstrates network security and compliance across the enterprise. As an extension of
PatchLink Update™, Enterprise Reporting allows analysis and reporting on all aspects of the
patch and vulnerability management process. With its Open Reporting Schema you can
easily create and automate reports based on your unique security policies.

yleasure and Manage Network Security

Ensuring compliance to network security policies and regulations is critical to an effective
security strategy. Executives need accurate analysis and reporting to better understand
their security posture and manage policies and regulations. With the Open Reporting
Schema and advanced custom reporting capabilities, reporting goes beyond an
administrative function and provides visibility for senior management to better measure
and manage the patch and vulnerability process.

e Understand key performance indicators ".“"ﬁﬂw‘ L
throughout the patch and vulnerability i e _ =
. O ) - Iy o ]
lifecycle e ey

b a [ _wamp s [ooe W T I e Hewe & o *

patch and vulnerability performance E..ﬁ:' ::Tm::"‘“""

e Analyze trends and improvements to  [uinerability Status Report (B P

across your network

e Demonstrate and manage compliance
to security policies and regulations over b ————

time P T

HEREEL
i i
B 3

e Analyze global changes to hardware |z oo
and software configurations overtime

€€ Effective security
management requires

managers to e Monitor patch status levels across your

Demonstrate and manage compliance to

understand the key enterprise security policies and regulations.
performance
indicators for their ) ) L. )
security processes .Demonstrate and Improve Compliance to Security Policies and Regulations
and technical L . ; .
infrastructure. Not Organizations are overwhelmed with data and need timely and accurate reporting to
only do metrics measure and demonstrate security and regulatory compliance. Based on unique security
provide visibility to policies and key process indicators, PatchLink Enterprise Reporting gives you the ability to
management, but they translate data through customized reports into actionable information for senior
can help demonstrate management.
compliance with . ) o . . .
company policies and Enterprise Reporting leverages existing mandatory baseline policies and inventory on
with regulations. 99 PatchLink Update Servers. Through this you can create policy-based compliance reports
to demonstrate Patch Compliance based on established policies and support Regulatory
Andrew Jaquith Compliance such as SARBOX, FISMA, HIPAA and more. If end-points are not compliant, use
Senior Analyst - PatchLink Update to immediately remediate.

Yankee Group
e Customize policy-based compliance

reports to demonstrate compliance to
required patch-levels

Systems

e Support regulatory compliance reporting
related to patch and vulnerabilities

e Remediate non-compliant end-points with
Use key process indicators and mandatory

PatchLink Updat
PATCHLINK arenHn paate baseline policies to develop custom

compliance and security trending reports.

securing the enterprise™



Eentralized Reporting Across the Enterprise

The Open Reporting Schema in the Enterprise Reporting solution consolidates all patch and vulnerability data into
a central repository to provide flexible report access and scheduling. This centralized, web-based management
console provides secure, role-based remote administration for viewing, editing and scheduling authority.

Enterprise Reporting makes custom reporting easy providing multiple report building options. Use over a dozen
sample reports for both trending and management or edit these for your unique requirements. You can also create

your own custom reports using your existing reporting tools, or if you prefer, work with our Professional Services
team to create them for you.
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Schedule report generation and automated email
distribution

Assess patch status levels across the enterprise

Monitor patch and vulnerability performance

See configuration changes to hardware, software,
platforms and services, over time.
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The web-based management console provides centralized
and secure role-based remote administration.

.PatchLink Enterprise Reporting 3.0

PatchLink Enterprise Reporting 3.0 is a powerful reporting tool that integrates with PatchLink Update to provide
true enterprise-wide data analysis and reporting on the status of vulnerabilities and remediation across an
organizations entire IT infrastructure. With PatchLink Enterprise Reporting 3.0, customers can automatically
create and share reports that demonstrate IT compliance through advanced reporting capabilities from a central
data warehouse.

Open Reporting Schema: Data views make it easier to find reporting data; underlying queries are exposed
to easily create custom reports

Easy Report Customization and Automation: Customize over a dozen sample analytic reports; works
seamlessly with third party reporting platforms including SQL Server 2005, Business Objects, Crystal
Reports, Microsoft Access and Excel, as well as any ODBC/OLEDB compliant reporting tool; work with
PatchLink Professional Services to create custom reports

Advanced Reporting Capabilities: Customize reporting views for trending and analysis by servers, dates,
and more; drill down to in-depth information by individual computer, organizational groups and departments

Flexible Report Access and Scheduling: Scheduled data transfer; scheduled report generation;
role-based data and report access; automated email distribution of reports

Centralized Reporting: Automatically consolidates data across multiple PatchLink Update Servers into a
central source for enterprise wide reporting

To learn more about PatchLink Enterprise Reporting, contact your PatchLink Representative at
480.970.1025 (option 1) or sales@patchlink.com, or visit us on the web at www.patchlink.com.

PatchLink Corporation | 8515 East Anderson Drive | Scottsdale, AZ 85255
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