RSA’ Database Security Manager

Transparent, policy-driven data protection optimized
for heterogeneous database environments

At a Glance

— Manages the encryption and decryption of data-
base objects transparently to applications and
users—as defined by policy, not code.

— Interoperates across multiple database manage-
ment systems and versions from Oracle, Microsoft,
Sybase, IBM and Teradata, helping to enable the
enforcement of consistent data protection policies
across the enterprise—even on legacy databases.

— Enforces separation of duties between security and
database administrators.

— Supports existing policies and solutions for disas-
ter recovery through built-in back-up, replication
and clustering capabilities.

— Centralized, graphical management console eases
deployment, enforcement and administration.
Provides audit and reporting capabilities to help
meet compliance and regulatory requirements.

According to a study released by InfoWave in February 2007,
over 785,000 people in 2006 were potentially victims of
identity theft due to thousands of personal information
leaks occurring at numerous large corporations.’ The most
common reason for these information leaks: internal
employees or process issues, not external hackers. A 2006
survey by Visa International showed that consumers ranked
concerns about the security of their personal information
higher than even concerns about terrorism or natural disas-
ter.” Regulators are also becoming more concerned; laws
such as California Senate Bill 1386 require companies to
properly protect sensitive information or risk their reputa-
tion. Industry groups such as the Payment Card Industry
(PCI) Standards Council have also developed standards
requiring proper protection of sensitive information.
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Database management systems are most often the primary
stewards of this sensitive information. However, most securi-
ty solutions do not actually protect information itself, allow-
ing it to be unwittingly exposed by lapses in process or judg-
ment—events that are very common but difficult to prevent.
As the InfoWave survey shows, these internal events are now
the most common source of information exposure. Therefore,
protecting against data breaches requires an approach that
protects the information itself—right where it lives.

RSA Database Security Manager:
Protecting Data Where It Lives

RSA Database Security Manager works directly with your
databases to protect the information you most care about.
It utilizes powerful, industry-standard encryption to lock
down the data itself—transparently to your users and appli-
cations—allowing business processes and information flows
to work as they always have.

Regulations such as Sarbanes-Oxley and Gramm-Leach-
Bliley have made separation of duties an important part of
a risk management and security policy. Gone are the days
where database administrators (DBAs) can be trusted with
comprehensive access to internal database systems. RSA
Database Security Manager separates responsibility for the
security of your most sensitive information from your DBA’s
responsibilities to manage user and application access.
This eliminates the worry that employees might become the
source of the next data breach.

RSA Database Security Manager Capabilities

Centralized, Graphical Administration

Database Security Manager employs a graphical administra-
tion system (the Adapter Manager) that manages all of the
rules for protecting data across all of your database sys-
tems. This simplifies deployment and ongoing administra-
tion of the system and allows you to quickly modify encryp-
tion and decryption rules as needed to match your company
security policies.

‘http://www.infowatch.com/threats?chapter=1629719498&id=207784626
*http://corporate.visa.com/md/nr/press280.jsp?src=home



RSA Database
Security Manager

Information
A

User clients O

Transparent, Fine-grained Encryption for Database Objects

Database Security Manager uses centrally administered
database adapters optimized for your specific database sys-
tems. These adapters run within the database system trans-
parently managing encryption, decryption and access to pro-
tected data. The software is able to selectively encrypt only
those database columns that contain the information you
most care about allowing you to best optimize security and
performance for your environment.

Support for Encrypting Bulk Load Feeds

Database Security Manager includes a bulk load encryption
facility that is able to encrypt large sensitive information
files before they are loaded into the database. This ensures
the information is protected even before it enters the data-
base, simplifying handling of large sensitive data feeds.

Role-based Access and Separation
of Duties for Encrypted Objects

Database Security Manager integrates with the security sys-
tem of your database to enforce existing roles. It also allows
you to create new roles and restrictions to enforce separa-
tion of duties between security administrators, DBAs and
other database super users to meet regulatory requirements.

Auditing and Reporting

The Adapter Manager logs and audits all attempts to access
protected data as well as all administrative activities, help-
ing enable quick production of audit-required reports.

Support for High-availability Configurations

Database Security Manager seamlessly plugs into the exist-
ing clustering, disaster recovery, replication, and backup
configurations of your database. RSA Professional Services
is also available to help you optimize these configurations
for proper security and deployment of the software.

Adapter modules

A Complete Set of Solutions
for Endpoint Data Protection

RSA Database Security Manager is one of several endpoint
data protection products offered by RSA. These products
help you implement an enterprise-wide approach to data
protection, protecting your most sensitive information
assets regardless of where they are collected, transmitted,
or stored. When combined with RSA Key Manager, which
provides enterprise-wide key and encryption policy man-
agement, these products provide a comprehensive solution
to protect your data and address your regulatory and risk
management goals.

DATABASE COMPATIBILITY

RSA Database Security Manager supports the following database systems on many
popular operating system platforms. For a comprehensive list of supported plat-
forms, please contact your RSA sales representative.

Oracle 8i, 9i, 10g R1, and 10g R2
Microsoft® SQL Server 2000 and 2005
IBM DB/2 UDB 8.x

Sybase® ASE 12.5.X, 15.0

Teradata 6.x

ADAPTER MANAGER REQUIREMENTS

The graphical Adapter Manager console supports Windows® 2000, Windows XP,
and Windows Server 2003.
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