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Secure Computing® has been
solving the most difficult
network and application
security challenges for over
20 years, and is uniquely
qualified to be the global
security solutions provider to
organizations of all sizes.

“After installing IronMail into
our system, we found that
we were able to eliminate
99% of inbound mail; spam
and end-user complaints
have virtually disappeared”

Systems Administrator
Decisioneering, Inc.

IronMail S-class benefits

e Maximize ROl with the
best message-handling
performance of any e-mail
security solution available

e Reduce costs by combining
e-mail security functionality
to a single, easy-to-use
appliance

¢ Enforce corporate policy and
comply with strict regulations
with multiple encryption
options

* Reduce load on e-mail
systems by controlling all
incoming and outgoing mail
and presenting a hard face to
the Internet

e Prevent attacks at the
gateway before they reach
vulnerable internal mail
servers

e Stay ahead of the latest e-
mail security threats through
Secure Computing'’s industry-
leading research team and
Threat Response™ service
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IronMail S-Class

Enterprise-grade protection for small and
medium businesses

Secure Computing’s IronMail® S-class provides small- to medium-sized businesses unparalleled
e-mail gateway security, with virtually no administrative hassles and at a price for any budget.
Understanding that small- and medium-sized organizations have limited IT resources, Secure
Computing® has essentially removed the burden of keeping your S-class appliance optimized,
providing the highest level of messaging security available while allowing your IT staff to focus

on their core responsibility—keeping your network up and running. The IronMail S-class provides
your growing business with a cost-effective solution without compromising on the performance,
scalability and security that have made IronMail the obvious choice for more than 40 percent of the
Fortune 500.

Outbreak Defender Anti-Virus protection

Outbreak Defender™ takes anti-virus beyond simple attachment filtering to close the window of
vulnerability that occurs between when an attack first emerges and when a signature is available,
protecting networks from all attacks—even those that don't yet exist:

e Multiple detection techniques: IronMail combines all known virus detection techniques,
including a unique ability to utilize multiple virus signature engines simultaneously, keyword
policies, file extensions, deep attachment inspection, spam blocking, sender reputation and
sender behavior.

e Stopping infected outbound mail: In the event of an outbreak that begins inside your
enterprise, [ronMail ensures that it cannot spread through your e-mail gateway to the outside
world, assuring your enterprise that no such messages will ever reach your business partners or
customers, preserving your reputation and protecting you from liability.

Intrusion prevention

IronMail protects enterprises from every known e-mail attack technique, as well as those that
have yet to be discovered. Denial-of-service, directory harvest attacks, port scans and any other
type of attack are blocked by the hardened IronMail appliance and never have a chance to reach
the network.

Accurate and effective anti-spam

IronMail’s Message Profiler™ technology utilizes a variety of detection techniques to examine
thousands of characteristics of every message, generating a precise score that helps determine the
probability that a message is spam or some other threat.

Policy and regulatory compliance

Company policy and regulations such as HIPAA, GLBA and Sarbanes-Oxley demand the security of
protected information in transit. By using many of the same techniques used to detect spam and
viruses, the S-class provides industry-leading e-mail content analysis tools to ensure the tightest
control of sensitive content.



Policy-based transparent encryption

The IronMail S-class offers multiple encryption technologies, ensuring that messages can be
delivered and received securely without any end-user action:

® Business-to-Business: IronMail can encrypt messages from gateway-to-gateway via industry
standard TLS or legacy systems such as S/MIME and OpenPGP.

e Business-to-Consumer: IronMail allows recipients with no encryption capabilities to receive
encrypted messages from IronMail-protected senders via a familiar Web interface. Multiple
encryption techniques can be used in tandem, removing any questions that may arise over

conflicting technologies.

Secure Web mail

Any business with employees in the

field faces the challenge of allowing
those users access to their corporate
e-mail inbox without sacrificing the
security provided by a more obtrusive
VPN capability. IronMail eliminates these
worries by providing a secure
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Threat Response™

Figure 1: The IronMail S-class dashboard provides a real-time view of your mes-
saging environment

e Continuous, real-time updates for spam and virus protection

e Regular optimization updates to maximize the effectiveness of the Message Profiler™

e Threat definition updates

Platinum Support
e 24x7 support site access

— Product news & updates
— Product documentation

— Knowledge base

e 24x7 U.S.-based Level 1 phone support

e 24x7 e-mail support
— Monday through Friday
— 9 am to 9 pm eastern time

e Platinum support: includes all standard
support features, with a 2-hour response time

e Advanced hardware replacement service

Basic Specilicalions

Hardware
Availability

Network Interface

Dimensions and
Power Supply

Operating
Enviranment

S-class Model I 528 5100
infendad # of Active E-Mail Users <100 101-250 281-1000
Hard Disk Capacity 80 GB 160 GB (80 GB x2) 160 GB (B0 GB x 2)
RAID Lovel Hone Level | Level |
Redundani Pawaer Supply Hone Hone Hone
Redundani Fan Module Hone Hone Hone

NIC (One Usable) 104100 [x2) 10/100 [x2) 10/100 (=2}
Sedal Port DEF x 1 DB x 1 DB x 1
Other Pert P52 Feyboard VGA P52 Reyboord VGA P32 Keyboord VGA
Physical Dimensions (HxWxD) 4304 26x358mm 4304 2860 2mm 4 3l 28060 Zrom
Max. Weight T.3kg 10kg 10Kg
Shipping Weight (Budget) 19Kg 22Fg 22Kg

Rack Moun! Size U 1Y) 11}

Power Vollage 110 - 220v 10-220v 119 - 220v
Power Cument 1.6 =054 20 =124 Z0-1.2A
Power Cons. Typical - Max 120W 140W 140W
Opwerating Temperature 10=-35degC 10-35deg C 10-35degC
Relative Humidily (non-condensing) 8- 90% 8- 80% 8-80%

dity (non-condensing) 5-95% 5-90% 5-90%

Figure 2: IronMail S-class hardware specifications
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Contact your local reseller,

or Secure Computing at:
1-800-379-4944 (inside U.S.)
1-408-979-6100 (worldwide)
sales@securecomputing.com
www.securecomputing.com

Secure Computing
Corporation

Corporate Headquarters
4810 Harwood Road

San Jose, CA 95124 USA
Tel: +1.800.379.4944
Tel: +1.408.979.6100
Fax: +1.408.979.6501

European Headquarters
No 1 The Arena

Downshire Way

Bracknell

Berkshire, RG12 1PU UK

Tel: +44.0.870.460.4766
Fax: +44.0.870.460.4767

Asia/Pacific Headquarters
Hong Kong

1604-5 MLC Tower

248 Queen’s Road East

Wan Chai Hong Kong

Tel: +852.2520.2422
Fax: +852.2587.1333

Japan Headquarters
Shinjuku Mitsui Bldg. 2, 7F
Nishi-Shinjuku 3-2-11
Shinjuku-ku, Tokyo, 160-0023
Japan

Tel: +81.3.5339.6310
Fax: +81.3.4496.4537

For a complete listing of all our global offices,
see www.securecomputing.com/goto/globaloffices



