
>> SCANMAIL FOR LOTUS DOMINO

Problem
Sophisticated computer malware can attack and exploit workgroup collaboration
environments like Lotus Domino/Notes™, and spread infection throughout a network.
Not only can these attacks bring vital communications to a halt, but viruses hidden within
databases and email attachments can emerge later to infect key network resources and
disrupt the entire corporate messaging environment. 

Strategy
ScanMail for Lotus Domino offers comprehensive virus protection for Lotus Domino/Notes
environments. It scans email in real time for viruses and spyware hidden within email
attachments and databases. Unlike many other security products, ScanMail for Lotus
Domino was specifically designed for use as a Lotus Domino server application and is
optimized for high-performance scanning. 

K E Y B E N E F I T S

• Performs real-time email scanning for
multiple types of threats

• Scans and cleans mailboxes and
databases without impacting server
performance

• Enforces corporate security policies
through email filtering and file-type
blocking

• Reduces administrative burden through
centralized management and flexible
scheduling 

“Unlike the products that just look for
keywords or blacklisted servers,
Trend Micro ScanMail is compre-
hensive: it covers prevention, miti-
gation, response, and recovery. This
product knows how to scan attach-
ments not only in e-mail, but in
replicating documents… ScanMail
operates as a native Domino server
application so it provides admini-
strators with the familiar interface,
and the administration is impressive.” 

—  LOTUS ADVISOR Editors’ Choice Awards 
2005: http://lotusadvisor.com/doc/16323

Trend Micro™ ScanMail™ 
for Lotus™Domino™
Helps keep Lotus Domino environments free from viruses, 
and spyware
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ScanMail for Lotus Domino blocks and removes
infected email in real time, prevents infected mes-
sages from reaching end users, and provides notifica-
tions to administrators.



>> SCANMAIL FOR LOTUS DOMINO

High-performance Scanning and Virus Elimination
• Offers multi-threading functionality to maximize efficiency and minimize impact upon Lotus

Domino servers

• Combines pattern-recognition, virus behavior analysis, and rules-based technologies to detect
and remove viruses hidden within database and email attachments 

• Includes customizable virus alert capabilities, providing prompt notification of security dangers 

to administrators

Flexible Configuration and Management
• Shares configuration choices between servers and server groups to reduce administrative effort 

• Supports remote management from any Lotus Notes Client, Lotus Domino Web Access, or
Lotus Domino Administration Client 

Works with Trend Micro Control Manager™

• Enables centralized management from a single console for consistent administration and
updates network wide

• Centralized virus logging 

• Powerful reporting and analysis options

Supports Trend Micro™ Enterprise Protection Strategy
• ScanMail is a key component of the Trend Micro Enterprise Protection Strategy, which provides

Trend Micro™ Outbreak Prevention Services and Trend Micro™ Damage Cleanup Services to
address mixed-threat attacks

ScanMail for Lotus Domino

Sun™ Solaris™

• Solaris 9
- Lotus Domino R6.5.x, R6.0.x   

• Solaris 8 (2.8)
- Lotus Domino R6.5.x, R6.0.x, R5.0.11–13a   

• Solaris 7 (2.7) and 2.6
- Lotus Domino R5.0.11–13a 

• Sun SPARC 7 (32 and 64-bit platforms)
• 256MB of memory, minimum; 512MB recommended
• 435MB of disk space for program/ temporary files
• 60MB of disk space on each Lotus Domino partition

IBM™ i5/OS™ // OS/400
• i5/OS V5R3

- Lotus Domino R7.x, R6.5.x, R6.0.3 – .5   
• OS/400 V5R2 

- Lotus Domino R6.5.x, R6.0.x
• PowerPC (RISC) in an IBM eServer iSeries server 
• 512MB of memory, minimum; 1024MB recommended
• 850MB of disk space for program/ temporary files
• 65MB of disk space on each Lotus Domino partition
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Microsoft™ Windows™

• Microsoft Windows Server 2003 Standard/Enterprise
- Lotus Domino R7.x, R6.5.x, R6.0.x, R5.0.11–13a

• Microsoft Windows 2000 Server /Advanced Server
- Lotus Domino R7.x, R6.5.x, R6.0.x, R5.0.11–13a

• Microsoft Windows NT 4.0 with Service Pack 6a
- LotusDomino R6.5.x, R6.0.x, R5.0.11–13a

• Intel™ Pentium™ IV Processor 1.3GHz or higher
• 256MB /512MB of memory, minimum/recommended
• 300MB of disk space for program/ temporary files
• 55MB of disk space on each Lotus Domino partition

IBM™ AIX™

• AIX 5.3
- Lotus Domino R6.5.3– 5 

• AIX 5.2
- Lotus Domino R6.5.x, R6.0.2 – 5, R5.0.13a

• AIX 5.1      
- Lotus Domino R6.5.x, R6.0.x, R5.0.11–13a 

• PowerPC™, POWER™, POWER 2™, POWER 3™ RS64
• 512MB of memory, minimum; 1024MB recommended
• 450MB of disk space for program/ temporary files
• 50MB of disk space on each Lotus Domino partition

Linux™

• Red Hat™ Enterprise Linux 3.0 with Update 1
- Lotus Domino R6.5.1– 5 

• Red Hat Enterprise Linux 2.1 with Update 2
- Lotus Domino R6.5.x, R6.0.3 – 5 

• Red Hat™ Linux 7.2
- Lotus Domino R6.0.x, R5.0.11–13a  

• Novell™ SUSE Linux Enterprise Server (SLES) 8.0
- Lotus Domino R6.5.x, R6.0.x

• Novell SUSE Linux 7.2
- Lotus Domino R6.0.x, R5.0.11–13a

• Intel Pentium IV Processor 1.3GHz or higher
• 256MB of memory, minimum; 512MB recommended
• 410MB of disk space for program/ temporary files
• 50MB of disk space on each Lotus Domino partition
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Trend Micro, Inc. 
Trend Micro, Inc., is a global leader in network
antivirus and Internet content security software
and services, focused on helping customers
prevent and minimize the impact of network
viruses and mixed-threat attacks through its
award-winning Trend Micro Enterprise Protection
Strategy. Trend Micro has worldwide operations
and trades stock on the Tokyo Stock Exchange
and the NASDAQ.

Trend Micro products are backed by timely, high-
quality service from TrendLabs, a global network 
of security research and support centers.

Trend Micro 
Enterprise Protection Strategy
Trend Micro Enterprise Protection Strategy (EPS)
is designed to deliver comprehensive protection 
at both application and network layers to proac-
tively manage the outbreak lifecycle, from vulnera-
bility prevention to malicious code prevention and 
elimination. Through coordinated delivery of 
Trend Micro’s industry-leading products, services,
and threat-specific expertise from TrendLabs, EPS
helps organizations minimize outbreak-related
costs and damages.


