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AppScan® Enterprise OnDemand

Today, many organizations utilize manual
testing or tactical, desktop tools to manage
web application security, but too often these
approaches overburden security resources
and become organizational bottlenecks.

Forward-thinking organizations are quickly
adopting the strategic, enterprise approach
of Watchfire’s AppScan® Enterprise.

Built upon the market-leading AppScan technology,
AppScan Enterprise is the industry's first scalable,
web-based, multi-user system to manage web

application security. AppScan Enterprise provides

customers with:

+ Complete Application Coverage: the processing
power of the server-based scanning engine
allows you to test websites with thousands of
applications, analyzing multiple applications

simultaneously.

+ Comprehensive Reporting & Issue Management:
the robust, database-driven reporting engine
automatically aggregates scan results, creating a
central repository of data that accommodates

multiple views and ongoing analysis.

Visibility & Control: the enterprise-wide
consolidation of data allows executives to see
the security status of all applications and
make more informed decisions about resource
allocation, fix prioritizations, and employee

training needs.

Better Asset Protection: the more comprehen-
sive approach to web application security
affords greater insurance that vulnerabilities

will be found and fixed before going public.
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AppScan Enterprise OnDemand
Deploying AppScan Enterprise as a managed

service makes sense, particularly for those compa-
nies that need to scale their internal security
teams. With nothing to install, no hardware to
buy and no upgrade costs to worry about, you
can maximize your return of AppScan Enterprise,
while avoiding the hidden costs of packaged software.

Besides the typical services one expects from a
managed service, Watchfire’s AppScan Enterprise
OnDemand goes one step further. AppScan
Enterprise OnDemand customers also have ongoing
access to a Watchfire security analyst. Your
Watchfire security analyst will be your outsourced
web application security administrator, as well as a

trusted consultant and partner for your organization.

Watchfire believes one of the key value proposi-
tions of outsourcing is the knowledge transfer
that occurs when consultants work closely with
clients. Unlike other web application security
consultants, who tend to disappear for a few days
and then reappear with a report, Watchfire’s
security experts make it a point to work shoulder-
to-shoulder with your security audit teams and
developers — sharing best practices and the latest

secure coding principles.

INSTEAD OF FOCUSING ON THE
TECHNOLOGY, OR TRYING TO
INTERPRET RESULTS, APPSCAN
ENTERPRISE ONDEMAND ALLOWS
YOU TO STAY FOCUSED ON
WHAT’S MOST IMPORTANT -
IMPROVING THE SECURITY OF

YOUR WEB APPLICATIONS.
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AN ENTERPRISE PLATFORM

THAT MANAGES ALL ASPECTS OF
THE ONLINE BUSINESS, INCLUD-
ING WEB APPLICATION SECURITY,
PROVIDES ORGANIZATIONS WITH
THE INFORMATION NECESSARY
TO MAKE INFORMED, INTELLIGENT
BUSINESS DECISIONS ON
SECURITY, PRIVACY, AND OTHER

EXTERNAL THREATS.
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WATCHFIRE CUSTOMER

Watchfire security analysts are recognized experts
in the web application security space and have
performed thousands of web application security
assessments for our customers. Your Watchfire

security analyst will:

+ Configure and tune the scans to ensure
complete coverage of each application

+ Review and analyze the results to:
— Eliminate false positives
— Identify patterns and prioritize key issues
— Highlight key remediation tasks

+ Track remediation progress by:
— Maintaining trend data

— Individually tracking the resolution of key
issues from scan to scan

— Reporting on remediation effectiveness

+ Train AppScan OnDemand report consumers

AppScan Enterprise OnDemand’s
Own Security Protocol

The AppScan Enterprise OnDemand environment
has been built with security in mind and utilizes the
industry’s most potent security tools and techniques

for enterprise-class web operations.

www.watchfire.com

Watchfire: Security Market Leaders

+ Gartner and IDC agree — Watchfire is the world-
wide market share leader for application security,
with more than twice the market share of the

nearest competitor.

+ Watchfire is an innovator in the security market
— we introduced the first web application security
testing tool (AppScan) and our dedicated research
team discovered application vulnerabilities such as
HTTP response splitting, request smuggling and
XPath injection.

« Even other security companies recognize our
leadership. AppScan customers include Symantec,
VeriSign, and Cybertrust.

About Watchfire

Watchfire provides Online Risk Management soft-
ware and services to help ensure the security and
compliance of websites. More than 500 enterprises
and government agencies, including AXA Financial,
SunTrust, HSBC, Vodafone, Veterans Affairs and
Dell rely on Watchfire to audit and report on issues
impacting their online business. Watchfire has
been the recipient of several industry honors
including the HP/IAPP Privacy Innovation Award,
InfoSecurity Product Guide's Hot Security
Company 2006, Computerworld's Innovative
Technology Award, and "Recommended" rating by
Computer Reseller News. Watchfire was named

by Gartner and IDC as the worldwide market-share
leader in web application vulnerability assessment
software. Watchfire's partners include IBM Global
Services, PricewaterhouseCoopers, Sapient,

Fortify, Microsoft, Interwoven, WebTrends, EMC
Documentum and Mercury. Watchfire is headquar-
tered in Waltham, MA. For more information,

please visit www.watchfire.com.



