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How much do security defects cost?

Found in Design Found in Found in Found in Beta Found in GA
Coding Integration

Design Errors 5x 10x

Coding Errors 1x 10x

Integration Errors D%
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What are the typical threats applications face
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Security Defects: Those I manage vs. Those | own

Cause of
Defect

Location
within
Application

Type(s) of
Exploits

Detection

Business
Risk

Cost Control
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Common Web Vulnerabilities (CWV5s)

Insecure application development by
3rd party SW

3rd party technical building blocks or
infrastructure (web servers or databases)

Known vulnerabilities (patches issued),
misconfiguration

Match signatures & check for known
misconfigurations.

Patch latency primary issue

As secure as 3rd party software

Application Specific Vulnerabilities (ASVS)

Insecure application development In-house

Business logic -dynamic data consumed by
an application

SQL injection, path tampering, Cross site
scripting, Suspect content & cookie
poisoning

Requires application specific knowledge

Requires automatic application lifecycle
security

Early detection saves $$$




Cross Site Scripting — The Process

Evil.org

5) Evil.org uses stolen
session information to
impersonate user

1) Link to at.risk.org
sent to user via
E-mail or HTTP

4) Script sends user's
cookie and session information

At.Risk.org
2) User sends script embedded as data

—
3) Script/data returned, executed by browser E
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Security and Spending Are Unbalanced

Security Spending

%o of Attacks %o of Dollars

.3

pplicatio

<Buffer Overflow
<Cookie Poisoning
eHidden Fields

«Cross Site Scripting
«Stealth Commanding
eParameter Tampering
eForceful Browsing
*SQL Injection

*Etc...

Network

Server

%AII Attacks on Information Security

Are Directed to the Web Application Layer

2[3 of All Web Applications Are Vulnerable
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Web Application Hacks are a Business Issue

Application Threat Negative Impact Potential Business Impact
Buffer overflow Denial of Service (DoS) Site Unavailable; Customers Gone
Cookie poisoning Session Hijacking Larceny, theft
Hidden fields Site Alteration lllegal transactions
Debug options Admin Access Unauthorized access, privacy

liability, site compromised

Cross Site scripting Identity Theft Larceny, theft, customer mistrust

Stealth Commanding Access O/S and Application | Access to non-public personal
information, fraud, etc.

Parameter Tampering | Fraud, Data Theft Alter distributions and transfer
accounts

Forceful Browsing/ Unauthorized Site/Data Read/write access to customer

SQL Injection Access databases

asnnet
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Appscan GUI

# bern19.scan - Watchfire AppScan

File Edit Wew Scan Tools Help Debug

LI ETEEEE

Wig

R emediation

Application Data

2y My application [71]
= g hitp://bern [71]
A

H Ll Admin (4]

= L admin (5]

= o bank [26)

1/ m

account. azps (9]
apply.azpx [1]
camment. aspx
confirmzard. asps [1]
cantact aspx
content. asps [1]
default. azpx [1]
loagin.azpy [12]
[ogout, azps
zearch.azpy [1]
tranzfer. asps (1]
=] welocome. aspa

F Ll images [2)
H Ll include [2)
F L login (4]
F Ll transfer [24]

e

[E=3

e

e

[TE

e

[T

e

e

Arranged By Sewverity | Highest on top

ﬁ 26 lzzues for 'bank' [BY variants]

[+ ﬂ Blind SOL Injection  [2] I~
= ﬂ Croze-5Site Scripting [4]
[+ http: A fberndbank faccount. asps (1]
= http:/ /berndbank.dogin. azps [2] =
73 passw i
“2 uid
[+ hittp: A fberndbank zearch. azps 1] L

# &3 Login Page SOL Injsction (1)

[+ ﬂ Paizan Mull Bute Files Retnewval [1]

# &3 SOL Injection [3)

[+ Farceful Browsing [1]

[arn ] E j RS ] I o T P B ] iJ
L] L
M) Adwizon " Fix Hecummendatiun]é*’ Request/R esponse ]

W ariant: £ 1of6 (% Test () Original Shiow in Browser Hide Properties
GET /bank/1ogin.aspxTuid=>"><scriptzalel 4 - 7 Properties | Eummentsl
Accept: /%

Accept-Language: en-us E‘ ID: 1333 |

User-Agent: Mozillas4.0 (compatibhle; M: |

Host: bern _ Difference:

Referer: http: shernsbankTogin.aspx Fallowing changes applied ta

ariginal request; =
* |njected 'wid’ into parameter

HTTP/1.1 500 Internal Serwer Error >'><script>alert{'C55%
Set-Cookie: ASP.NET_SessionId=2wapjp45e 20attack® 20may®% —
Content-Length: 2425 20be%%20uszed”)

Server: Microsoft-II5/5.0 PR
Mates Wad 31 &nn 7."..".{: A7e2a.4n cuT 8| | <fscript>’s value 9
an > '
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Actionable Fix Recommendations
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@ bernl19.scan - Watchfire App5can

Fil=  Edit

Wiews Scan Tools

Help Debug

N B O 0Os X

. ..\ Report 9

Wig
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Application D ata

2] My Application (52)
= 9 httpc/bern (62)
L] 4 I8l

Ll Admin (4]
F L admin [5)
= & bank [19]

W/ m
account.azpe [3)
apply.azpx [1]
comment. azps
confirmcard. azpx [1]
contact aspx
content. azps [1]
default. aspy 1]
login. aspe [¥]
=] logout. azps

|<E:] zearch.aspy 1]
|<E:] transfer. azps [1]
|£] welcome. aspx
H L images [2]
F L include [2)
# L login [4]
F Ll transfer [22]

[z [

[ [

[ [

Arranged By: Priority Highest an top

° 19 Remediation T azks for 'bank'

[# ﬂ Enszure that acceszed files rezide in the virtual path and have certain extensions; remove special
[# ﬂ Filter out hazardousz characters from uzer input [4]

[# \,? Encrept all login requests (1]

[# \,? b odify the zerver configuration to deny directony listing, and install the latest security patches ava
[# \,? Remove old versionz of files from the virtual directary [1]

[ [ﬂ Dizable WebDaW, or dizallow unnieeded HTTF methods [2]

[# [B Encrept sensitive information sent to the server [2]

[ Lﬂ R emove senzitive information from HT kL commentz (4]

[# [B Yerify that parameter values are in their expected ranges and types. Do not output debuaging erm

1L ]

&

i Details

Ensure that accessed files reside in the virtual path and have
certain extensions; remove special characters from user input

Completing this remediation task will address the following issues:
[1] Foison Mull Byte Files Retrieval

Details

Ensure that the requested file resides in the virtual path of the web server.
Make sure that only certain extensions can be opened

Remaove special characters (Meta-characters) from the user's input, e.g. the
pipe " character.

Ilze 'explicit open' mode for files in Perl CGl Scripts.
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Reporting System

r

Create Report

Report Type | Lapout|

Select Report Type: ] P, L?
Security [ndustmy Fegulatory
Repart Standard Compliance
Detailed Findings
Template:
Vulnerable URL: hiip://fake/fake.aspx
[ ] Executive Summary Total of 2 findings in this URL
|zsues
Include Uszer Comments o _ _ _ )
Severity: High Advizory & Fix Recommendation: Ses Appendix 1
v
1r‘u:|u|:|e A Eq.L,IEStS ] ] Vulnerable URL: hifp:/ffake/fake aspx (parameter = fake)
Ihclude Advizary and Fis Becommendations T
General Sanitize user input
Het Variant 1 of 4 [ID=2416]
JZEE Thiz test variant was constructed from the original request by applying the fellowing changs(s):
. —— . *  Set parameter 'uid's value to "="=<script=alert( Appscan%20-%20C553%20attack%
[ ] Minimum Sewverity Filter: Infarmational " 20may%20be%20used )</script="
Remediation * Set parameter 'uid's value to *>"><script=alert( Appscan%%20-%20C55%20attack%
- 20may%%20be%20used y</script="
Application Data Request:
D HiSitEd URLz GET /bank/login.aspxfuid=+"»<scriptzalert(’ Appscarﬂ&zn- H20C55%20attackyzomayk20beX
Zoused’ )</ /script=&passw=Demol2 34&x=8y= HTTP/L.
Cookie: ASP.NET_SessionId=3bg3jsupwfrjfoi ]hph'll:qul
Host: bern
Accepti */
Accepi-Language: en-us

User-Agent: Mozillas/4.0 (compatible; MSIE 5.5f Windows NT E.0)
referer: http: ‘hors hank Ingin.aspy

[ Ereview ] [ Save Repaort.. J [ Cancel J Variant 2 of 4 [ID=2418]

Thiz test variant was constructed from the original request by applying the following change({s):

*  Set parameter 'uid's value to "="=<script=alert( Appscan%20-%20C553%20attack%
20may%%20be%20used y=/script="

*  Set parameter 'uid's value to "='=<script=alert Appscan%20-%20C35%20attack%
20may%%20be%20used y=</script="

Request:
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