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Web Application Security
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IntegrationTestingDesign DevelopmentRequirements Production

Operational Inefficiencies

Multiple owners Lack of automation
Disparate tools/skills    Budget constraints
Deadline pressure Competition

Defect Discovery ?
Defects are introduced and 
discovered at every level.  Cost based 
on which stage you must go return to.

Current processes lead to security cost challenges
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How much do security defects cost?

Found in Design Found in 
Coding

Found in 
Integration

Found in Beta Found in GA

Design Errors 1x 5x 10x 15x 30x

Coding Errors 1x 10x 20x 30x

Integration Errors 1x 10x 20x
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IntegrationTestingDesign DevelopmentRequirements Production

• Poor technology selection
• Unaware of security risks
• Incomplete test support

• Poor data validation
• Insecure IDE wizards
• Unaware of security 

risks

• Lack of error and non-
functional testing

• Poor code coverage

• User policy errors
• Social Engineering

• 3rd party 
vulnerabilities

• Vendor 
misconfigurations

• Operational error

• Unaware of security 
risks

• Missing requirements
• Application security 

testing omitted

What are the common causes of defects?
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What are the typical threats applications face
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• Infrastructure penetration tests
• Application policy statement (limited enforcement)

Performed

Managed
• Audits
• Use of automated scanning tools prior to deployment
• Organizational policy statement (exceptions permitted)

Defined
• Early stage security reviews
• Security awareness is provided for all process stages
• Predetermined policy is enforced for the entire organization

Quantitatively 
Managed

• Security reviews completed in all process stages
• Published organizational standards for secure development

Optimizing • Striving for continuous process improvement

What is your Application Security Maturity?
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Security Defects: Those I manage vs. Those I own

Common Web Vulnerabilities (CWVs)  Application Specific Vulnerabilities (ASVs)  

Cause of 
Defect  

Insecure application development by 
3rd party SW  

Insecure application development In-house  

Location 
within 
Application  

3rd party technical building blocks or 
infrastructure (web servers or databases)  

Business logic -dynamic data consumed by 
an application  

Type(s) of 
Exploits  

Known vulnerabilities (patches issued), 
misconfiguration

SQL injection, path tampering, Cross site 
scripting, Suspect content & cookie 
poisoning  

Detection  Match signatures & check for known 
misconfigurations.  Requires application specific knowledge  

Business 
Risk  Patch latency primary issue  Requires automatic application lifecycle 

security  

Cost Control  As secure as 3rd party software  Early detection saves $$$  
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Cross Site Scripting – The Process
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Network 
Server

Web
Applications

% of Attacks % of Dollars

75%

10%

25%

90%

Security Spending

of All Attacks on Information Security
Are Directed to the Web Application Layer

75%75%
of All Web Applications Are Vulnerable2/32/3

•Buffer Overflow
•Cookie Poisoning
•Hidden Fields
•Cross Site Scripting
•Stealth Commanding
•Parameter Tampering
•Forceful Browsing
•SQL Injection
•Etc…

Security and Spending Are Unbalanced
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Misdirect customers to bogus site

Application Threat Negative Impact Potential Business Impact

Buffer overflow Denial of Service (DoS) Site Unavailable; Customers Gone

Cookie poisoning Session Hijacking Larceny, theft

Hidden fields Site Alteration Illegal transactions

Debug options Admin Access Unauthorized access, privacy 
liability, site compromised

Cross Site scripting Identity Theft Larceny, theft, customer mistrust

Stealth Commanding Access O/S and Application Access to non-public personal 
information, fraud, etc.

Parameter Tampering Fraud, Data Theft Alter distributions and transfer 
accounts

Forceful Browsing/
SQL Injection

Unauthorized Site/Data 
Access

Read/write access to customer 
databases

Web Application Hacks are a Business Issue
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Appscan GUI
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Actionable Fix Recommendations
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Reporting System
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